
Safety on the Internet

Key-Systems supports security 
of customers' websites

The domain registrar Key-Systems now offers 
SSL certificates (Secure Sockets Layer) on its 
end  customers  portal  domaindiscount24.com 
(dd24) and the reseller portal RRPproxy.net., al-
lowing its clients to communicate security and 
safety to the visitors of their web site. Available 
are  certificates  of  VeriSign,  thawte  and  Geo-
Trust.

Zweibrücken, 10-02-18. Protection against phishing 
and similar fraudulent attacks on the Internet is be-
coming more and more important in e-commerce. 
Reports about  racket  scandals  through fake web-
sites are increasing. During such an attack the URL 
and the design of the fake website are so similar to 
the authentic one, that users often don't recognize 
the hoax until it's too late. All data entered on the 
fake website by the users is directly sent to the de-
frauders. SSL certificates guarantee to the Internet 
users the authenticity of a website identity through a 
specific validation process executed by a certifica-
tion authority. They insure that high security stand-
ards are incorporated in  the  data transmission of 
the website. Thanks to a SSL certificate, clients can 
be sure that they don't conduct business dealings 
through a fake website. 

The SSL certificates offered by Key-Systems use 
three possible types of validation: The domain au-
thentication process verifies that the applicant has 
administrative rights to the domain listed in the cer-
tificate. Validation through organization authentica-
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tion includes domain name authentication and the 
verification of the business identity as well  as the 
organizational contact's warranty. Extended valida-
tion is the highest level of authentication available 
with  an  SSL  certificate.  Among  other  things  a 
signed acknowledgment of agreement from the cor-
porate contact is required. With extended validation, 
web site visitors using high-security browsers see 
the address bar turn green.  Thus,  they receive a 
visible sign that the site is trustworthy.

Key-Systems offers certificates of VeriSign, thawte 
and GeoTrust.  Over a 100 million web users see 
the  VeriSign  Secured  Seal  available  in  13  lan-
guages every day on web sites. 93 percent of the 
Fortune 500 companies are protected by VeriSign 
SSL certificates. thawte certificates come along with 
the Trusted Site Seal, available for display in 18 dif-
ferent  languages.  The date  specification  included 
confirms  the  current  validation  of  the  certificate. 
thawte certificates are especially characterized by a 
most expansive browser support. 

GeoTrust certificates come along with the GeoTrust 
True Site seal that includes a time and date stamp 
verifying the current validity of the SSL certificate. In 
case of an organization authentication or extended 
validation, the name of the organization owning the 
web site is also displayed. Some of the offered SSL 
certificates  include  SGC  encryption  technology. 
These certificates automatically step up protection 
to a minimum of 128-bit encryption even if custom-
ers use older browsers which have limited 40-bit or 
56-bit encryption capabilities. 

Key-Systems currently manages more than 2.6 mil-
lion domains. According to domain info-portals like 
registrarstats.com, the company with 45 employees 
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is  one  of  the  20  largest  domain  registrars  world-
wide. It has direct access to the registries of more 
than 200 domain endings like .DE or .COM. 

* * *
This press release is free for editorial use.

 – We would appreciate a voucher copy. – 
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About Key-Systems
Key-Systems GmbH located in Zweibrücken, 
Germany,  was founded by Alexander Siffrin 
in  1998.  The company has  grown  from an 
academic sideline to a successful internation-
al ICANN accredited registrar for internet ad-
dresses. Areas such as a fully automated re-
seller-system and web hosting completed the 
success story. Today with more than 2.6 mil-
lion  domains  under  its  management,  the 
company has reached a leading market posi-
tion, selling domain names, web hosting and 
DNS services to customers all over the world. 
The  latest  product  BrandShelter.com  offers 
companies  and  institutions  special  services 
related  to  domain  administration  including 
services  to  get  their  own  top-level  domain 
(TLD) as this opportunity unfolds in the near 
future.  As  of  May 2009,  Key-Systems  also 
has a US branch: Key-Systems USA, Inc. is 
located in Leesburg, Virginia.
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